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What is Artificial Intelligence (Al)?

e Fundamentally, a machine that can solve complex
problems usually reserved for human intelligence
(Cold Fusion, 2016).

e Examples:
o Deep Blue vs. Kasparov (AFP, 2022)

o Medicine - treatment prediction (ForeSeeMed,
n.d.)

o Education - personalized learning (Harper,
2021)




Recipe for Success:

Machine Learning (ML)

=> Algorithms

Allow Al to data mine / adjust to new
trends in real time

Automation and Iterative

Processes

Make Al independent from human
involvement

Ensemble Modelling
Improves the accuracy of predictive
analytics and data mining applications

(SAS, 2022: Burns, 2015)




How is Al being utilized in
quantitative risk analysis ‘
to aid in disaster

probability calculations &

recovery?



Five Al Risks

Lack of Employee Trust

Biases/Errors are magnified by
volume of Al transactions

Al can have unintended
consequences/automate unethical
practices

Key skills may be a risk of erosion

Poor training data, lack of
monitoring can sabotage Al
systems

(Pratt, 2020)




AI a n d M L 'th re atS 1. Data Corruption and Poisoning

= o Concerns: Dataset accuracy & integrity
o  Result: Inaccurate / malevolent Al
predictions
o Cause: “Poisoning" / distorting" the
learning data
2. System Manipulation
o  Result: Incorrect predictions
o Cause: Feeding malicious inputs via
deceiving high-volume ML algorithms
3. Transfer Learning Attacks
o Common: pre-trained ML models
o Specialized training
o Devastating window of opportunity for
attack
o  Trick a well-known task-specific ML
model

(Erma, 2022) 6
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. R 1. Cyb ity risk
What COmpanIeS can ga|n );ersl\/eI:cL:jrr(I)};er\I/Sel:S:eo’trvjork devices
_ : o  Micro-level: IP addresses
from Al-based Cyber Risk > Rick oxonere
Q uantiﬂ Cation o Assessment used by CISOs

o Understand data, assets
o Protective technologies, security policies
3. Security posture
o ML-based probabilistic models
i. Random Forest (RF)
ii. Recursive Neural Network (RNN)
o Personalised stakeholder security
reports
4. Risk ratings
o  Can account for 3rd-party risk elements

m (manageengine, n.d)
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Current Use of Al in DR

e Simulations of possible attack
scenarios

e Potential costs and likely
disaster scenarios

e Pattern isolation and report
e Data mining

e Can be autonomous if desired

(Burns, 2022)
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US Al Bill of Rights

- e Transparent and explainable

Al for consumers
o Mortgage

o Credit

o |Insurance

e Challenges:
o What is ‘ethical Al'?
o Can ‘fairness’ be quantified?
o Reproduction of unwanted
inequities and discrimination

L

(Holland, 2021)
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- EU/UK Efforts

e (Can take a leadership position, not
unlike the GDPR.

e Can focus on these principles:
o Al should be human centric/socially
beneficial
o Al should be fair in its decision making
o Al should be transparent and
explainable
o Al should be safe and secure
o Al should be accountable SAerTA e
B Pt
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Al, lIoT & Blockchain
Convergence

Currently in Development
“A Holy Trinity”

Meant to serve as a sort of
nervous system (loT), brain (Al),
and memory (Distributed Ledger
Technology)

Meant to provide “immutable
record-keeping” and an audit trail
(Groopman, n.d)

Improve transparency
(Groopman, 2019)
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